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OCOBEHHOCTW CAHKLLUOHHOTO BO3AEACTBUA
HA KHAP B 2022—2023 rr. F'YMAHUTAPHbIE
NOCNEACTBUA, METOAbI MPOTUBOAENCTBUA,
BbIBOAbI AN COTPYAHUYECTBA

Annomauus. B craTbe paccMaTpUBAIOTCSI OCOOEHHOCTH TPUMEHEHUST
U BozaeiicTBue MexxayHapoaHbix caHkiuit Ha KH/P, ocobenHocTu neii-
crBuii CeBepHoit Kopeu 1o HapylieHWo CaHKIIMIA. DTa MpakTUKa Ipei-
CTaBJISIET HayUHbII U TpakTUYeckKuii nHTepec. CoesaH BbIBO, YTO B MO-
cienHue nojatopa-asa roga KHJP aktuBusupoBaia cBou HejlerajabHbie
BHEIITHETOPTOBbIE OTepallui 1 PelaeT Te 3ala4 BHEITHEAKOHOMUYECKO-
IO COTPYIHUYECTBA, KOTOPHIC SABJISIIOTCS JIJIsT Hee HanboJiee aKTyaTbHBIMU.
HoBblii TpuObIIbHOM cepoii AesITeIbBHOCTU B 001aCTH ITPOTUBOACICTBYUS
CaHKIIMSIM CTalu Kubepornepaiuu, Kak JerajbHble, TaK 1, 10 BUAUMOCTH,
CBsI3aHHBIE C XUIIEHUSIMUA KPUNTOBATIOTHI. C HaYaJloM CIIeIINaIbHOM BO-
eHHolt onepauuu Ha YkpanHe KH/IP nonnepskana Poccuio u nposiBisier
WHTEpEeC K COTPYIHUYECTBY. ABTOPOM TTOKa3aHO, KakuM obpazoM Poccus
MorJia Obl, He Hapyllasi B OTKPBITYIO caHKUMU, coTpyaHudaTb ¢ KHIP B
HOBOM MOJIMTUYECKOI OOCTaHOBKE?

Karouegoie caosa: cankuuu npotus KHJIP, saepHas u pakeTHas
npo6iiemMa Kopeiickoro moixyocTpoBa, ryMaHUTapHBIE ITOCJIEACTBUSI CAHK-
uuit, Coset besonacHoctu OOH u Kopeiickas mpobjema, pocCuicko-
KOpENCKOe COTPYTHUIECTBO.
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Features of the sanctions impact on the DPRK in 2022—2023.
Humanitarian consequences, methods of counteraction, conclusions
for cooperation

Abstract. The article discusses the specifics of the application and im-
pact of international sanctions on the DPRK, the specifics of the DPRK's
activities in violation of sanctions, the methods of evading sanctions it
uses. These practices are of certain academic and practical interest. In the
last two years, the DPRK has intensified its illicit foreign trade operations,
and practically solves those tasks of foreign economic cooperation that are
most relevant to her. A new lucrative area of activity in countering sancti-
ons are the cyber operations, both legal and, apparently, embezzlement of
cryptocurrencies. Since the beginning of the special military operation in
Ukraine, the DPRK has supported Russia and shows interest in resuming
cooperation after the opening of borders. How would it be possible for
Russia, without directly violating sanctions, to use the opportunities of co-
operation with the DPRK in the new political environment?

Keywords: sanctions against the DPRK, nuclear and missile problem
of the Korean peninsula, humanitarian consequences of sanctions, the UN
Security Council and the Korean problem, Russian-Korean cooperation.

Author: Georgy D. Toloraya, Doctor of Sciences (Economics), Pro-
fessor, member of the Panel of Experts at the UN Security Council Com-
mittee 1718 (e-mail: info@nkibrics.ru). ORCID: 0000-0002-3685-2120.

HecMmotpst Ha To uTO Kopeiickas npobiaema B 2022 1. okazajiach He-
CKOJIbKO B TeHU Ha (poHe coObITHIT B EBpoIie, 3ammamHbie CTpaHbl IIPOIOI-
JKaJIM HapalllMBaTh caHKLIMOHHOe naBiaeHue Ha KHP, cuutas caHkuuu
€IMHCTBEHHO BO3MOXHBIM MHCTPYMEHTOM B oTHolIeHUM [IxeHbsiHa [How
to successfully...].

C 2017 r. npaktuyecku 90 % mOCAHKLIMOHHOIO DKCIIOPTa 3aMpelleHo,
YTO TIPUBEJIO K IoTepe cBbilie 40 % BamOTHBIX MocTyIuieHnii. COBOKYII-
HBIA HEeraTUBHBIN 3P @EKT CaHKIMI MOT coCcTaBUTh 4,6—8,2 MJIpA I10JII.,
9TO paBHO NipuMepHO 20—25 % oneHouHoro 3HaueHust BBIT [Chal.

Beto P® u Kuras B mae 2022 1. mpenoTBpaTUIIO IPUHSITUE PE30JTIO-
uun Cosoeza OOH, B xotopoii CIIIA xoTtenu npeaycMoOTpeTh HOBbIE
cankuuu [Beech].

B 2022—2023 rr. KHIP npoposikana HecobmoaeHue pezoaouuit Co-
BeTa bezonacHoctu OOH. B saepHoit o61acTu npoaoKaiach peaiunsa-
1S HAMEeYeHHBbIX 8-M cbe3noM Tpynosoii naptuu Kopeu 3agau no mac-
IITaOHOMY HapalllMBaHWIO PaKEeTHO-sIepHOTO MmoTeHInana. [1puHsaTa Ho-
Bas simepHasl MTOKTPWHA, IMOATBEepXKIalolas oTKa3 OT AeHYKJIeapu3auu
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[OnyonukoBanue 3akoHa...|. [Ipogomkanuck padboThl Ha nojuroHe [IxyH-
repu (TyHHeEJH, IITPEKN), paboTa simepHOTo peakropa B HEHOEHE 1 pamgmo-
XUMUYECKoi Jaboparopuu, [IxeHcaHCKOTO YpaHOBOTO pyIHUKA, pPaCIIv-
pscs 0OBEKT MO BO3MOXHOE XpaHWIMIIe Goernpunacos MoHIOKTOH
[Final report of the Panel of Experts submitted pursuant to resolution 2627
(2022)].

B 2022 r. 6ecrnipelieIeHTHO BBIPOCJIO YMCIIO 3aMyCKOB OAIMCTUUECKUX
paket (ot 72 go 100, B Tom uwncie 42 3a TocjaeIHUe 4YeThbipe Mecslia
2022 r.), Bk1ovyas BoceMb MBP, B TOM unciie HECKOIBKO TTyCKOB «XBa-
coH-17». UcnbiTaHbl runep3BykoBbie, KpbutiaThie pakeTbl. KHIP npuo6-
pesia cnocOOHOCTb HAHECTU HEOXKMAAHHBINA U BCeHaNpaBACHHBIN SIepHbII
yaap 1o JIFo00i pernoHaJIbHOM I MEXXKOHTHHEHTAIBHON 1IEJIH.

['MmaBHBIM METOIOM YKJIOHEHHUS OT CEKTOPATbHBIX CAHKIINIA B YCIIOBH-
SIX 3aKPBITUST CYXOITYTHBIX TpaHUIL (TIEPEBO3KHU 110 XKeJIe3HO! opore Bo-
300HOBUJIMCH B ampeie 2022 1., HO B HEOOJIbIINX 00beMaX U ¢ IVIMTEIbHBIM
KapaHTUHOM T'Py30B) OCTaBajiach Meperpy3ka ¢ cyaHa Ha CyTHO B OTKPBI-
TOM MOpE.

ITponomxunuck 3akynku HedTenpoaykToB (1o oueHkam CILA, 6onee
700 TBIC. Gappesieit), SKCIIOPT YIJIST; OCYIIECTBIISIOCH 3allpelliEHHOe TTPH-
o0peTeHMe Cy/I0B, MHOTOCTyMeHYaThie TpaHCc(hephl 1 MACKUPOBKA, MaHU-
MyASUUU UACHTU(DUKALIMOHHBIMU CUCTEMAaMM; UCTIOIb30BAIMCH MHOIO-
YHUCJCHHBIC TIOCPEIHUKHN U MToacTaBHbIe KoMmitaHuu |Final report of the
Panel of Experts submitted pursuant to resolution 2627 (2022)].

becnpeueneHTHO pacipuianch kuobeponepauuu Kubeprnoapasaene-
Hus 'PY KHJP: Lazarus, Kimsuky, BlueNoroff, Andariael u ap. mpomoJi-
KWJIM aTaKW B MHTepecax MOydeHUs IIeHHOUW MH(hOpMaIu, TeHepHUpoBa-
HUST TIOXOJA.

Bbu1o MoxuIieHO peKOopaHOEe KOJUYEeCTBO KubepBamtoThl (1,2 Mapa
JIOJIJI. HAa MOMEHT Kpaxku)[Nichols], B ToM uuciie yuduThiBas 1Ba MacIuTao-
HbIX B3J1oMa MocToB Ronin u Horizon (600 miH mosi.) [ Lyngaas].

Takum 006pa3oM, CAaHKIIUU TTO-TIpekHeMY ObLTN Hed(hhEKTUBHBI JIST
MPeIOTBPAICHUS Pa3BUTHS paKeTHO-snepHoil mporpammbl KHIIP.

ITpu aTom rymanutapHas cutyauus B KHP yxyaimaercs, ocobeHHO
MPOAOBOJILCTBEHHAS (00 3TOM CBUACTEJIBbCTBYIOT MaTepuabl IieHyma LK
TIIK B mapte 2023 r.) [HOCOHHOAOHJAH...|, B TOM YHCJE U3-3a KyMyJIs-
TUBHBIX TYMaHUTAPHBIX MOCAEICTBUI CAHKLIMI, BKIIOYAIOLIUX, COTIACHO
BeIBoAaM akcrieproB OOH, ciemyroniee:

e COKpallleHUE UCTOYHUKOB CPENICTB K CYIIIECTBOBAHUIO IS JIUII, 3a-

HSITBIX B OTPACIISIX, 3aTPOHYTBIX CAHKIIMSIMMU;
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e yCUJICHUE COLIMAJbHON MaprUHAIMU3aIMU, IO MEPE TOTO KaK SJIUTHI
pearupyroT Ha CAaHKIIUU YCUJICHUEM KOHTPOJISI Hal CKYTHBIMU Pe-
cypcaMu U nepepacnpeeeHUeM X B MOJIb3y CBOMX MPUOPUTETOB;

e OTCYTCTBUE MMIIOPTA CEJbCKOXO3SMCTBEHHOU TEXHUKU, HEXBATKA
TOIUTMBA, UMITOPTHBIX YIOOPEHUI 13-3a MaAeHUs BaJIOTHBIX MTOCTY-
TUICHUI W IIPSIMOTO 3arpeTa Ha MX BBO3 U OPTaHU3AIIMOHHBIX Mpe-
MNATCTBUMN;

e HapylIeHHUE LIeTT0YEK MOCTAaBOK MEAUIIMHCKUX TOBAPOB, NOHEIb3s
000CTpUBIIIEE CUTYAIMIO B 3APaBOOXPAHEHUU;

e OrpaHWYEHUST Ha UMITOPT TOIUIMBA, OOOPYIOBAHUS U 3aMacHbIX Yac-
TEil, BIIMSIIOIIME HA DHEPreTUYECKY0 0€30I1aCHOCTb, I'PpaxKIaHCKUI
TpaHCIIOpT, caHuTapuio u rurueHy [Final report of the Panel of
Experts submitted pursuant to resolution 2515].

CaHKIIMU CO3aIu CepbE3HbIE MPOOAEMBI 1151 pabOThl yUPEXKICHU
OOH u apyrux opraHuzauuiit — Hanpumep, de-risking 1 BTOpuyHbIe CaHK-
1IUY, 3aKPBITHE OAHKOBCKUX KaHAJIOB.

KaxoBbI TepCreKTUBH IBYCTOPOHHUX OTHOIICHUM B 9TUX YCIOBUSIX?
KHP noaaepxana poccuiicKoe pyKOBOACTBO B YKPAMHCKOM KOHMJIUKTE,
KOTOpBIA oHO KBanuduuupyet kak BoilHy npotus CIIIA u 3anana, Ha
BBICIIIEM YPOBHE 3asiBUB, YTO Mbl «B OJHOM oKorme» [Press Statement...].
Poccuio paxe o0BuHMIM B 3aKyrKax opyxus y CesepHoit Kopeu, 4To s1B-
JIsIeTCsl HaMEePEHHOM JIOXBIO, XOTS, IO OLIEHKAM CITeIIMAIMCTOB, PSII CHC-
TeM Uil OOEBBIX JEUCTBUN HA YKpauHe ObLT Obl yMECTEH.

HoBasg monmmtdeckas peaJbHOCTh 00bEKTUBHO ToJIKaeT PM Kk momcky
MyTel K OCylleCTBAeHNO ToproBbix onepaunit ¢ KHIP ¢ pacueTom pyossi-
MM WIM 0 OapTepy, XOTs Obl IO pa3pellieHHbIM TOBapaM — HarpuMep, ye-
pe3 KaHaJl MHOTOHOMEHKJIaTYPHOTO OapTepa Ha 2JIEKTPOHHOU TOPrOBOM
IUTommanKe (KBa3u-KINPEHC) IIPU YCIOBUM PEIICHMUS TaAMOXEHHBIX IIPO-
6sem. [IxeHbSIH 3aMHTEPECOBAH B MOCTABKAaX 3€pHA, U HE TOJIBKO IO JIMHUU
nomoiiu [Bremer; C Havana rona...].

B CesepHoii Kopee ecTh poccuiickre akTUBbI: B paMKax yperyaupoBa-
HUs crmcaHHo#l e€ 3amoikeHHoctu Poccum 10 % cymmbr — 1,1 mupn
JIOJUT. — pa3MelleHo Ha cuete BHemrskonombanka PD 8 KH/IP B unrepe-
cax (prmHAHCHPOBAHUS OOIIMX POCCUMCKO-CEBEPOKOPEHCKIX IIPOCKTOB B
TYMaHUTApHOU M SHEPreTMIEeCKOM chepax KaK UCTOUHMK JUIS TIPSIMBIX MH-
Bectulinii P®. C TeopeTnyeckoii TOUKU 3pEHUST MOXKHO M3yYUTh BOTIPOC O
MOJEPHU3ALMU O0BEKTOB U MOILIIHOCTE!, HAIIPUMEP B SHEPreTUKE, KOTO-
pble B cBoe BpeMs1 ObLiu roctpoeHbl B KH/IP npu Texnuyeckom copeict-
Buu Coserckoro Coro3a.
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HeobOxonumo oXuBUTH NMpoeKT XacaH— PaakuH: gonycTum, 3a cuer
rnocrtaBok yrist u3 Jlonbacca, BEpHYThCSI K MTPOEKTY CTPOUTETBCTBA aBTO-
MOOMJIBHOTO MOCTa uepe3 p. TymaHraH, MoAyMaTh U O HECTAHIAPTHBIX
HaIpaBJeHUSIX — HAalpUMep O TypU3Me, MPUTPaHUYHOI Toprosie [JlaThi-
meBaj.

KHJIP npocuia yBeIMYUTH KOJUYECTBO KBOT Ha O0y4eHUE CBOUX CTY-
neHToB B Poccun, ocobeHHO B chepe MHPOPMALIMOHHBIX TEXHOJOTUN U
npodecchii, CBSI3aHHBIX CO CTPOUTENBCTBOM [3aaepa]. B 1ie0M mpoekTsl B
00J1acT¥ 00pa30BaHMs BeCbMa MEPCIEKTUBHBI U HE HAPYIIAIOT CAHKIIUU.

bubnuozpagpuyeckuli cnucok

Badepa C. 'naBa MunBoctokpaszsutust: CtynenroB u3z KHJIP unrepecytor IT-cre-
uuanbHoctu B Poccuu // Pocenmiickast rasera. 17.06.2022. URL: https://rg.ru/2022/06/
17 /glava-minvostoka-severokorejcy-zainteresovany-uchitsia-na-it-specialnostiah-v-ross
ii.html (maTta o6pamienus: 02.03.2023).

Jlamvimesa A. Anexkcannp lanymika npurnacun neneranuio KHJIP npunsats yua-
ctue B 4-M BocrounoMm skoHOoMmueckom ¢dopyme // MunBoctokpaszsutust. 21.03.2018.
URL: https://minvr.ru/press-center/news/14141/?sphrase_id=1311300 (mara obGpaiiie-
Hust: 23.12.2022).

C HavaJia TofIa Ha 9KCIIOPT MPOKOHTPOJIMPOBAHO CBbItIe 130 ThIC. T MOAKApaHTHH-
HOW TTPOAYKIIMU U3 AMypcKoii obmactu // Poccenbxo3nanzop. 12.04.2023. URL: https://
fsvps.gov.ru/ru/fsvps/news/217705.html (nata oopamenus: 12.04.2023).

YoCOHMUHIXYIKYBIMMHMUHKOHXBATyK X9HMYPEKYOHUXATE TOXaH MOMHEH TMaJIbIl-
xo [OnyonukoBanue 3akoHa o nmoiautuke KHJIP B oTHOIIEHUN SIIepHBIX BOOPYKEHHBIX
cun] // HTAK. 09.09.2023. URL: http://kcna.kp/kp/article/q/5f0e629¢6d35b7¢3154b42
26597df4b8.kemsf (nata obpaienus: 03.03.2023) (Ha kop.).

YocoHHOMOHIaH YYHCAHKYHCAHBMBOHXBE Ue8TH YeSuxa XBaKTIXBeu YMHX3H [[1po-
uwto V pacmmperHoe 3acenanue LIBK TITK Bocemoro cossiBa] // LITAK. 12.03.2023.
URL: http://kena.kp/kp/article/q/2b4eb9310807fb4202835d8bedb4ede kemsf  (mara
ob6pamenus: 05.02.2023) (Ha xop.).

Beech, Samantha. China and Russia veto new UN sanctions on North Korea for first
time since 2006 // CNN. 27.05.2022. URL: https://edition.cnn.com/2022/05/26/asia/
us-north-korea-united-nations-intl-hnk/index.html (nara o6parienus 15.02.2023).

Bremer, Ifang. Russia says it shipped grain to North Korea, but doesn’t say how much //
NK News. 23.01.2023. URL: https://www.nknews.org/2023/01/russia-says-it-shipped-g
rain-to-north-korea-but-doesnt-say-how-much/ (nata oopamerus: 10.04.2023).

Cha, Victor. A Statement of U.S. policy on North Korea, Center for strategic and
international studies // CSIS. 01.12.2022. URL: https://www.csis.org/analysis/statement
-us-policy-north-korea (nara oopaiienus: 05.03.2023).

Final report of the Panel of Experts submitted pursuant to resolution 2515 // UN
Digital Library. URL: https://undocs.org/S/2021/211 (nara o6pamenus: 12.01.2023).



92 [naea 1. Monutuka

Final report of the Panel of Experts submitted pursuant to resolution 2627 (2022) //
UN Digital Library. URL: https://undocs.org/S/2023/171 (nara oopamenust: 10.04.2023).

Harrell P., & Zarate J. How to successfully sanction North Korea: a long-term
strategy for Washington and its allies // Foreign Affairs. 30.01.2018. URL: https://www.fo
reignaffairs.com/articles/north-korea/2018-01-30/how-successfully-sanction-north-korea
(mara oopamenust: 10.04.2023).

Lyngaas, Sean. North Korean hackers stole more than $600 million in crypto-
currency in single hack // CNN. 14.04.2022. URL: https://edition.cnn.com/2022/04/14/
politics/fbi-north-korea-hackers-crypto/index.html (nata oopamenus: 19.01.2023).

Nichols, Michelle. Record-breaking 2022 for North Korea crypto theft // Reuters.
07.02.2023. URL: https://www.reuters.com/technology/record-breaking-2022-north-ko
rea-crypto-theft-un-report-2023-02-06/ (nata oopamienus: 14.02.2023).

Press Statement of Kim Yo Jong, Vice-Department Director of CC, WPK // KCNA
Watch. 27.01.2023. URL: https://kcnawatch.org/newstream/1674826771-617992938/
press-statement-of-kim-yo-jong-vice-department-director-of-cc-wpk/ (mara obparie-
Hust: 22.01.2023).

References

Beech, Samantha (2022). China and Russia veto new UN sanctions on North Korea
for first time since 2006. CNN, May 27, 2022. URL: https://edition.cnn.com/2022/05/26
/asia/us-north-korea-united-nations-intl-hnk/index.html (accessed: February 15, 2023).

Bremer, Ifang (2023). Russia says it shipped grain to North Korea, but doesn’t say
how much. NK News, January 23, 2023. URL: https://www.nknews.org/2023/01/russia-
says-it-shipped-grain-to-north-korea-but-doesnt-say-how-much/ (accessed: February 10,
2023).

Cha, Victor (2022). A Statement of U.S. policy on North Korea, Center for strategic
and international studies. CSIS, December 1, 2022. URL: https://www.csis.org/analysis/
statement-us-policy-north-korea (accessed: March 5, 2023).

Final report of the Panel of Experts submitted pursuant to resolution 2515. UN
Digital Library. URL: https://undocs.org/S/2021/211 (accessed: January 12, 2023).

Final report of the Panel of Experts submitted pursuant to resolution 2627 (2022)
United Nations Security Council. UN Digital Library. URL: https://undocs.org/S/2023/
171 (accessed: April 10, 2023).

Harrell P., & Zarate J. (2018). How to successfully sanction North Korea: a
long-term strategy for Washington and its allies. Foreign Affairs, January, 2018. URL:
https://www.foreignaffairs.com/articles/north-korea/2018-01-30/how-successfully-sanc
tion-north-korea (accessed: April 10, 2023).

Joseonminjujuuiinmingonghwagug haegmulyeogjeongchaeg-e dachan beoblyeong
balpo [Law on DPRK's Policy on Nuclear Forces Promulgated]|. KCNA. September 9,
2022. URL: http://kena.kp/kp/article/q/5f0e629e6d35b7e3154b4226597df4b8.kemsf (ac-
cessed: March 3, 2023) (In Korean).



[naea 1. Monutuka 93

Joseonlodongdang junganggunsawiwonhoe je 8 gi je 5 chahwagdaehoeui jinhaeng
[5th Enlarged Meeting of 8th WPK Central Military Commission Held]. KCNA. March
12, 2023. URL: http://kcna.kp/kp/article/q/2b4eb9310807fb4202835d8bcdbdede7. kemsf
(accessed: February 5, 2023) (In Korean).

Latisheva A. (2018). Alexandr Galushka priglasil delegaziu KNDR prinyt uchastie v
4-om Vostochnom economicheskom forume. [Alexander Galushka invited KNDR
delegation to the 4th Eastern Economic Forum|. Ministry for the Development of the
Russian Far East and Arctic. March 21, 2018. URL: https://minvr.ru/press-center/news/
14141/?sphrase_id=1311300 (accessed: December 23, 2022) (In Russian).

Lyngaas, Sean (2022). North Korean hackers stole more than $600 million in
cryptocurrency in single hack. CNN. April 14, 2022. URL: https://edition.cnn.com/2022/
04/14/politics/fbi-north-korea-hackers-crypto/index.html (accessed: January 19, 2023).

Nichols, Michelle (2023). Record-breaking 2022 for North Korea crypto theft.
Reuters. February 7, 2023. URL: https://www.reuters.com/technology/record-breaking-
2022-north-korea-crypto-theft-un-report-2023-02-06/ (accessed: February 14, 2023).

Press Statement of Kim Yo Jong, Vice-Department Director of CC, WPK. KCNA
Watch. January 27, 2023. URL: https://kcnawatch.org/newstream/1674826771-617992
938 /press-statement-of-kim-yo-jong-vice-department-director-of-cc-wpk/  (accessed:
January 22, 2023).

S nachala goda na export prokontrolirovano svishe 130 tisych ton podkarantonnoy
productii iz Amurskoy oblasti [Since the beginning of the year, more than 130 thousand
tons of quarantined products from the Amur region have been checked for export].
Federal Service for Veterinary and Phytosanitary Supervision. April 12, 2023. URL: https://
fsvps.gov.ru/ru/fsvps/news/217705.html (accessed: April 12, 2023) (In Russian).

Zadera S. (2022). Glava Misvostokrazvitiya: Studentov iz KNDR interesuyut
IT-specialnosti v Rossii [Head of the Ministry of Regional Development: Students from
the DPRK are interested in IT education in Russia| Rossiyskaya gazeta. June 17, 2022.
URL: https://rg.ru/2022/06/17/glava-minvostoka-severokorejcy-zainteresovany-uchitsi
a-na-it-specialnostiah-v-rossii.html (accessed: March 2, 2023) (In Russian).



